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Political Committee,

Recalling the 2016 Russian cyberattack on the American presidential election,

Acknowledging the 2002 “Help America Vote Act”, trying to make voting technology more accessible in
America,

Noting the recommendation of Alex Haldermann, a teacher in the university of Michigan, and his team a
to the Estonian government in 2014, to avoid online voting for security risks,

Further noting the possibility of the destruction of anonymity and trust because of online voting,

1. Recommends single vote verification as it ensures the prevention of duplicate votes;

2. Urges all Member States to implement a logging system that:
a. Records all of the votes together with one-way encrypted aliases of their respective

voters, which will ensure that the voters’ identities stay anonymous in case of a data
breach,

b. Checks if an alias has previously been used before registering a new vote to prevent a
person from voting multiple times, and

c. Can not be modified or edited by any entity on a blockchain but can be viewed by
selected government officials;

3. Calls on all Member States to gradually digitize election processes to avoid fraud by utilizing:
a. Mobile and web applications to register votes that are:

i. Equally as accessible for all social and economic groups, and
ii. Can be used with little technological knowledge,

b. A locked program that:
i. Counts the votes for each election,

ii. Does not rely on any type of human interaction in the process, and
iii. Automatically publishes the results so that they can not be manipulated;

4. Encourages all Member States to develop and implement a security system to mitigate
the effect of cyber attacks on the central systems where the election processes are hosted by
taking measures such as but not limited to:

a. Adding extra layers of encryption to the data structure,
b. Hire skilled programmers to secure the system, and
c. Limit the number of personnel that has access to the physical location of the

central system;



5. Assures the security by using biometric cards that contain:
d. All the personal information of the voter so that no one can vote in their place or

cast their vote multiple times:
i. The cards would have their 10 fingerprints, and

ii. The cards include their face and even the recognition of the iris;

6. Reminds electronic voter cards will be checked by a Voter Verification Device on
Election Day.

a. If the card cannot be read, the voter won’t be allowed to vote, and
b. After voting, voters’ electronic voter cards will be disabled for 72 hours;

7. Encourages Member States to verify the identity of the voters by checking their:
a. National Identification Document or Passport,
b. Phone number,
c. Address, and
d. Date of Birth;

8. Requests hosting meetings within the Member States on the topic of technological
security of voting equipment and government/political websites for:

a. Discussions of whether there have been any new technological advancements in
securing voter information,

b. Discussions of what could be improved digitally of existing voting equipment are
important in order to find weaknesses in the system,

c. Discussions regarding the state of the country's proces into online voting and
setting benchmarks for future conferences, and

d. Conferences to request technical and financial assistance in order to implement
the voting system;

9. Recommends nations to start incentivizing the transition to online voting after a strong
voting system has been established by:

a. University programs to teach the younger voters the values of online voting,
b. Governments motivating the population to vote online by giving people

acknowledgement for voting online such as an email thanking the citizens,
c. Media promotions, including,

i. Radio broadcasting,
ii. Television advertisements, and

iii. Social media platforms,



d. Targeting the part of the population that is elderly or that is more distanced from
technology, by:

i. Distributing flyers, and
ii. Posting posters and billboards;

10. Urges all Member States to encourage all political parties to:
a. Recognize the legitimacy and importance of online voting, and
b. Promote online voting in their campaigns;

11. Recommends countries to settle a procedure to minimize the damages of a potential
cyber attack, which includes precautionary measures:

a. Have voter systems in place at voting facilities,
b. Sort voters into different groups. Have a group vote before allowing another into a

voting section,
c. Devise authorised person inspections, inspected upon arrival, at voting facilities to

ensure everybody within the premises is where they are required to be, this is to
avoid any suspicious behaviour between employees regarding the safety and
privacy of the voting process, and

d. Every hour, authorised persons within the voting facility are checked on their
whereabouts according to a working schedule.


