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Introduction

Ever since the beginning of the industrial revolution, technology has increasingly become a

prominent part of our daily lives. In the digital age that we are currently living in, technology plays a

big role in virtually everything we do. Over time, we have seen a substantial increase in the use of

digital devices, where individuals have access to a large range of apps, media, and an endless range

of possibilities on the Internet. Now, as of January 2021, there are about 4.66 billion active internet

users worldwide, which accounts for 59.5% of the global population. Digital developments and

technological advancements are continually being made as new and more complex technologies are

discovered. However, with the rapid innovation and peak increases in the use of technology, there

are also some issues that begin to arise. These technological developments have not only facilitated

the use of modern information and communications technologies but also have made it possible for

electronic surveillance and communications interception to be easily put into effect on a large basis.

In other words, they have increased the ability for entities, such as companies, governments, or even

individuals, to partake in many data collection processes. When individuals choose to surf the

internet on their devices and utilize platforms such as Google, Facebook, Instagram, or Twitter, their

personal information can become vulnerable.

The biggest concern regarding privacy in the digital age is the privacy of the information of

individuals and corporations. Consumers usually are worried about the privacy of their personal

data and identity and the way it’s shared throughout the Internet; whereas firms largely wish to stop

and prevent classified information from coming out into the public eye, which can hurt or

compromise their business and hence their ability to earn a profit. Therefore, nowadays, as more

and more such data is collected, potentially for future sharing or processing, there is an increasing

concern on how this may constitute violations of human rights and the right to privacy. As previously
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stated, although many technologies are allowing people to enjoy greater freedom and mobility, they

also make it even easier to track whereabouts, financial information, and identities and thus

violating both common law and personal privacy laws. Often, when data is accessed and shared

online, it happens without explicit and informed consent of individuals and usually takes aid at often

vulnerable communities, notably women and children. As people continue to use technology for

more and more aspects of their lives, security breaches would begin to become a more

commercialised business each from the point-of-view of hackers making an attempt to steal and

distribute data and security companies that attempt to mitigate or cut back their impacts. User data

can be very profitable for companies, who may be inclined to monitor or purchase this data from

hackers in order to improve their product, service or platform and learn more about their

consumers. Security concerns usually encourage governments to set up national surveillance

systems, encroaching on the privacy of ordinary citizens. The way that governments deal with these

developments, and more particularly the private sector which is generally responsible for it, will

shape the evolution of many future technologies.

Overall, the rapid growth and expansion of technologies that ease communication and data

sharing has led to progress, innovation and has supported freedom of expression by giving voices to

those who previously did not have one, but has also led to a prevalence of infiltration of digital

information by means of covert operations. The debate that arises is whether fellow citizens or the

national government should have access to your correspondence and personal information. In this

case, we need to highlight the need to protect human rights, as digital privacy does not only have an

impact on society, but also on the economic prosperity of industries that heavily rely on the use of

these technologies. Now more than ever it is important to begin to take measures to ensure that

individuals’ online data is protected, and they are granted their right to privacy by ensuring that their

personal information and data are kept private and secure.
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Definition of Key Terms

Authentication

The process by which an entity (such as a person or computer system) determines whether another

entity is who it claims to be. Authentication identified as an individual based on some credential; i.e.

a password, biometrics, etc

Authorization

In the context of information security, it is a process of determining if the end-user is permitted to

have access to the desired resource such as the information asset or the information system

containing the asset. Authorization criteria may be based upon a variety of factors such as

organizational role, level of security clearance, applicable law, or a combination of factors. When

effective, authentication validates that the entity requesting access is who or what it claims to be.

Biometrics

Data concerning the intrinsic physical or behavioral characteristics of an individual. Examples

include DNA, fingerprints, retina and iris patterns, voice, face, handwriting, keystroke technique, and

gait.

Comprehensive Laws

Laws that govern the collection, use, and dissemination of personal information in the public and

private sectors.

Confidentiality

The obligation of an individual, organization, or business to protect personal information and not

misuse or wrongfully disclose that information.

Consent

This privacy requirement is one of the fair information practices. Individuals must be able to prevent

the collection of their personal data unless disclosure is required by law. If an individual has the
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choice about the use or disclosure of his or her information, consent is the individuals’ way of giving

permission for the use or disclosure. Consent may be affirmative; i.e., opt-in; or implied; i.e., the

individual didn’t opt-out.

Cookie

A small text file stored on a client machine that may later be retrieved by a web server from the

machine. Cookies allow web servers to keep track of the end user’s browser activities, and connect

individual web requests into a session. Cookies can also be used to prevent users from having to be

authorized for every password-protected page they access during a session by recording that they

have successfully supplied their username and password already.

Data Breach

The unauthorized acquisition of computerized data that compromises the security, confidentiality,

or integrity of personal information maintained by a data collector. Breaches do not include good

faith acquisitions of personal information by an employee or agent of the data collector for a

legitimate purpose of the data collector—provided the personal information is not used for a

purpose unrelated to the data collector's business or subject to further unauthorized disclosure.

Data Controller

An entity that has the authority over the processing of personal information. This entity is the focus

of most obligations under privacy and data protection laws. It controls the use of personal data by

determining the purposes for its use and the manner in which the data will be processed. The data

controller may be an individual or an organization that is legally treated as an individual, such as a

corporation or partnership.

Data Privacy

Data privacy or information privacy is a branch of data security concerned with the proper handling

of data – consent, notice, and regulatory obligations. Data Privacy governs how data is collected,

shared, and used.
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Data Security

Data security is a set of processes and practices designed to protect your critical information

technology (IT) ecosystem. This included files, databases, accounts, and networks. Data Security

protects data from compromise by external attackers and malicious insiders.

Encryption

The process of obscuring information, often through the use of a cryptographic scheme in order to

make the information unreadable without special knowledge; i.e., the use of code keys.

Internet Censorship

The control or suppression of what can be accessed, published or viewed on the Internet. It may be

carried out by governments or by private organizations at the behest of government, regulators, or

on their own initiative. Individuals and organizations may engage in self-censorship for moral,

religious, or business reasons, to conform to societal norms, due to intimidation, or out of fear of

legal or other consequences.

Right to Privacy

The right of a person to be free from intrusion into or publicity concerning matters of a personal

nature.

Background Information

Global Technological Development

Technological advancement unquestionably has a strong correlation with globalization. This

digital era has increased the rate of globalization, because this rapid expansion of the Internet

creates a more networked world. Technological development has brought extreme economic

progress in many countries, and many agree that technology is the key driver of economic growth in

different countries and regions worldwide. Technological progress permits greater efficiency of

production of more and better goods and services, which is what prosperity depends on. Other ways

that technology is helping economies in developing countries include reducing the costs of
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production, encouraging the growth of new business and advancing communication.  An illustration

of technology profiting an economy is in India, where the Self-Employed Women’s Association

utilizes SMS to send commodity prices to agricultural workers via messages. This information assists

farmers in deciding the best places to sell their produce. Farmers who partook in this program have

said that they now have been able to sell their products over more extensive regions, subsequently

increasing their incomes. Different nations in which technology has pushed the creation of new

businesses are also seeing economic growth, for example, Nigeria, Egypt and Indonesia where 38%

of their gross domestic product (GDP) was generated by micro-entrepreneurs. For the past 25 years,

one of the key parts of economic growth in many More Economically Developed Countries (MEDCs)

is the expansion of digital consumer tech companies. In Less Economically Developed Countries

(LEDCs), growth has also been created by beginning to implement these same technologies. The

expansion of Internet availability in the entire African continent from 2000 to 2017 was a staggering

8.503 %.  Now, the technological industry will play an important role in future economic prosperity.

However, the diffusion of technology must be carefully controlled to prevent negative cultural

consequences.

The fast spread of technology thanks to the Internet has led to many beneficial social,

economic and cultural changes in developing nations. Quick and fast communication has

contributed to the rise of democracy, in addition to the alleviation of poverty. However, not there

still continue to be many LEDCs that don’t have the same access to technologies as the developed

world, which has posed some limitations in regards to their development as a nation and the overall

wealth and living conditions. However, the increased use of technology in this digital era comes with

its consequences as information communications technologies (ICTs) have grown to lie in the hands

of people and industries, raising the concern of basic privacy and security considerations. This issue

is of concern to not only individuals and corporations, but also entire countries and governments.

Edward Snowden and the NSA

The National Security Agency (NSA) is an agency that aims to safeguard all US national

security systems and manage foreign information. In June 2013, private information from the NSA

was leaked to the general public by Edward Snowden, an IT systems professional working for the

NSA. Stories about the federal government surveillance of phone calls and electronic

communications of U.S. and foreign citizens were brought to light, based on classified documents
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leaked by Snowden. This grabbed international attention as he gave thousands of classified

documents to journalists and publishers. This event received mixed emotions, and many referred to

him as a whistleblower while some saw him as a traitor. Many saw him as a  whistleblower as the

information which he discovered included that the NSA was gathering “millions of email and instant

messaging contact lists, searching email content, tracking and mapping the location of cell phones”.

Also, the “agency was using cookies to ‘piggyback’ on the same tools used by internet advertisers to

pinpoint targets for government hacking and to bolster surveillance.” After he released all this

classified information, the public was extremely angry that the government was compromising their

information. However, some thought differently such as Robert Gates, the former Defense

Secretary, who said he was a traitor for going against the system. He stated “that the revelations

have done a lot of damage.” Due to these revelations, it was discovered that the NSA used PRISM, a

data collection program that was able to find stored telecommunication data that matched specific

search terms. So the NSA then began to target such communications.

Although there were mixed reactions about the leaks, the majority said the government

should prosecute the leaker. “About half of Americans (49%) said the release of the classified

information served the public interest, while 44% said it harmed the public interest”, according to a

Pew Research Center survey conducted days after the revelations. Most importantly, it's important

to consider that these disclosures about government surveillance caused some Americans use

technology in a different way, as “25% said they had changed the patterns of their technology use ‘a

great deal’ or ‘somewhat’ since the Snowden revelations” according to a survey by the Center in late

2014. About “49% said in 2016 that they were not confident in the federal government’s ability to

protect their data'', and “roughly half of Americans (49%) said their personal data was less secure

compared with five years prior” according to the 2016 survey. Overall, there was a wide consensus

amongst the American public that agreed that consent is an important factor, as “the vast majority

of Americans (93%) said that being in control of who can get information about them is important”

according to a 2015 report. This didn’t only affect US citizens, but also those in the Bahamas,

showing that this problem happened to be international. The NSA’s work was associated with the

Bahamian government while not having any knowledge or consent. It can currently recall and store

all telecommunication audio clips and may play them for up to a month. This method is an element

of a much bigger one referred to as MYSTIC (surveillance program), which is currently expanding out

to countries like Mexico, The Philippines and Kenya.

https://www.pewresearch.org/politics/2013/06/17/public-split-over-impact-of-nsa-leak-but-most-want-snowden-prosecuted/
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Internet Censorship

Internet censorship has been apparent in recent years, and is usually carried out through

national governments. Most countries have moderate Internet censorship, however some are more

severe than others. Some governments decide to block sites, limiting access to news broadcasts, for

example, or place restrictions on internet users because of social, religious and commonly, political

reasons. This is related to the issue, because censorship requires a government to access and

monitor the sites their citizens are accessing. In many countries around the world, we have seen

examples of internet censorship as new technological advancements and new digital platforms are

brought to light. For example, internet censorship can occur because of anticipation of certain

events such as protests or riots. An example of this is the Arab Spring, which started in Tunisia in

2010 before spreading to other Arab countries. The government shut down some social media sites

due to the many protests that broke out, as they feared that their citizens were communicating and

spreading ideas between countries, online.

Another strong example of extreme Internet censorship is in China. They have the license to

shut down sites through the Public Pledge on Self-Discipline for the Chinese Internet. Not only does

the government block sites, such as Facebook and Twitter starting in 2009, but they also monitor

individual’s uses of the Internet. They are known to place fines and imprisonment for ‘unacceptable’

uses of the internet. Unacceptable uses include communicating internationally on issues such as

corruption and signing on to petitions. Amnesty International has stated that China "has the largest

recorded number of imprisoned journalists and cyber-dissidents in the world”. The Chinese

government has previously stated that censorship is their method to avert and remove "risks in the

ideological field from the Internet". Although the government carefully controls what their citizens

are seeing on the internet, it is still unclear how much of their private information they are able to

access online. Other countries with restricted access to the internet include Vietnam and Cuba.

Many also argue that this is also going against the individual freedom of expression by not allowing

them to access sites of their choice and express themselves on the internet. In other countries such

as North Korea, internet access is largely restricted. In the case of North Korea, only some high-level

officials are allowed to access the global internet.
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Right of Privacy

  More of your personal data from the Internet is exploited than you may think. Some

examples are product advertisements of different companies you've checked out on other sites or

perhaps corporations looking at your credit history. In 2014, Google confirmed that emails by

anyone who uses their services tend to be scanned. In specific, they stated; “Our automated systems

analyze your content (including e-mails) to provide you personally relevant product features, such as

customized search results, tailored advertising, and spam and malware detection. This analysis

occurs as the content is sent, received, and when it is stored.” They aim to analyze and obtain their

data so it can be used for advertising purposes. However, there currently are not any boundaries on

what such corporations such as Google are scanning. It's very important to start to impose

restrictions to limit the quantity of data they're able to acquire and analyze data for more features,

to make sure they aren’t accessing personal information without having the individual’s consent. The

overall consensus on the issue is that personal data shouldn't be shared and acquired without some

sort of consent or permission.

Issue of Transparency

The lack of transparency is another key aspect of this issue relating to personal digital

privacy and security. Even though there's no definite international agreement on what transparency

means, it's typically thought to be the ability for the public to access information about the

regulations, decisions, and actions of governments and organizations. Personal transparency is the

creation of a digital presence through the social mediums, which allow to create additional trust and

effectiveness. Additionally, the transparency of organizations such as private companies,

government, or other institutions that possess personal information of others is also important. This

data that is controlled by giant bodies might create a conflict between transparency and privacy

because of their power to access personal information, and therefore the possibility of them

violating an individual’s privacy. It’s crucial to contemplate that transparency affects multiple aspects

of data security and privacy.

The scandals regarding governments taking unauthorized data from its citizens has resulted

in general awareness about rights to privacy. It lost individuals' trust with their nation’s government,

and thus the general public continues to ask for a lot more transparency on this issue. Despite the

rise in modern technology, it's feared that it'll not be used widely because of lack of trust with
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private information, that additionally prevents true freedom of expression. More and more people

have begun to believe that their private information couldn't be completely trusted on the digital

media anymore. This increased global awareness on the issue of data privacy and security has

brought it to the attention of many governments and international institutions, who have recently in

the past years began to implement some measures to address the issue.

Major Countries and Organisations Involved

United States of America

A majority of Americans share the belief that both their online and offline activities are being

regularly tracked and monitored by companies and the government, and many have shown that

they are against this activity. The current system of data collection and privacy protection underlines

that consumers have to be given notice about how firms collect and use data and ask for their

consent to having their data used that way. As opposed to having central federal level privacy law,

like the EU’s GDPR, the United States has enforced several vertically-focused federal privacy laws in

addition to state consumer-oriented privacy laws. An important event regarding the issue occurred

in 2013, where former US National Security Agency contractor Edward Snowden leaked thousands

of documents regarding the NSA’s operations; drawing attention to the issue by raising the question

of what private information should governments be allowed to collect. The government of the

United States has been known to be collecting records of basic forms of communication, such as

phone calls and Internet communications, since at least 2001. Additionally, many whistleblowers

have revealed that major telecommunication companies have been coping with illegal surveillance

activities.

The United Kingdom

In the United Kingdom, 61% of consumers worry about how their personal data is being

used by companies and 55% now prefer to be anonymous when browsing online. An issue that the

United Kingdom has struggled with is hacking. Many reports have revealed that the UK has billions

of phone calls hacked every year. The increased awareness of how companies collect and use data

online has led to rising concern regarding the issue of data privacy and security. Citizens of the UK

are beginning to become more considerate of their status on the internet, and are willing to solve

https://www.varonis.com/blog/what-is-the-eu-general-data-protection-regulation/
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this issue. Citizens have already started deleting cookies, changing privacy settings, and reading

privacy policies. In the UK, data protection is governed by the UK GDPR (General Data Protection

Regulation) and the DPA (Data Protection Act) 2018, which forces all organizations in the UK that

process personal data must comply with these two data privacy laws. Any company or organization

that goes against these policies risk fines of up to £17.5 million.

European Union (EU)

The European Union gives great importance to data privacy and security and has enacted

various policies and regulations over the years to ensure the protection of individual data. The EU

Charter of Fundamental Rights sets forth that all citizens within the EU have the right to protection

of their personal data. The European Union has been actively imposing measures in the last couple

of years to tackle the issue at hand. On 25 January 2012, the European Commission proposed a

reform of the EU's 1995 data protection rules to strengthen online privacy rights and boost Europe's

digital economy. Furthermore, one of the toughest privacy and security laws in the world known as

the General Data Protection Regulation (GDPR) was actually passed by the European Union (EU) in

2016. This regulation that was adopted by European nations has been a vital step to reinforce

individuals' fundamental rights in the digital age and clarify rules for business and public bodies in

the digital single market. It imposes obligations on organizations and companies anywhere, so long

as they target or collect data related to people in the EU.

China

The People’s Republic of China is a major party in Internet censorship worldwide. China is

known to have strict data security and protection laws and rigorously controls what its citizens are

allowed to see and access on the internet. Therefore, the government is constantly overseeing and

analyzing citizen’s activity online, perhaps having access to personal information which could be

seen as breaking laws of privacy. More recently, on June 10, 2021, China's National People's

Congress Standing Committee passed the Data Security Law (“DSL”) that will take effect on

September 1, 2021. This law creates a framework for the protection of broadly defined “data

security” from a national security perspective.
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Privacy International

Privacy International (PI) is a registered charity based in London that works at the

intersection of modern technologies and rights by protecting and promoting the right to privacy

across the world. Since it was first formed in 1990, Privacy International (PI) has become a leader in

policy, advocacy, and campaigning regarding citizens’ right to privacy on a global scale, especially in

state surveillance and the use of personal data in the public sphere.

Timeline of Events

Date Description of event

November 4th, 1952 National Security Agency (NSA) was formed

1974 The US Privacy Act is enacted. This law targets
government databases and how the
information about individuals on them was
collected, used, stored and shared.

1994 Lou Montulli invents the first cookie. Netscape
uses the First Cookie and Creates SSL. This
allowed companies to recognize users, track
their activity on the Internet, and build a
customer profile. Originally, Netscape created
the cookie to recognize users who have already
visited certain websites. The issue that arises is
that these cookies are accepted by default,
since users aren’t even notified of their
existence.

October 24th, 1995 The EU released The Data Protection Directive,
which regulates the processing of personal data
within the EU and the free movement of this
data.

1997 The Electronic Privacy Information Center
Reviews 100 of the most popular sites on the
Internet, uncovering that only 17 of them have
an explicitly stated privacy policy. Out of the
100 websites examined, 24 are found to use
cookies, and none of them allow users to
access their data.

2000 The Network Advertising Initiative, an industry
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trade group that develops self-regulatory
standards for online advertising, is created.
Following the DoubleClick scandal and other
data privacy concerns, a group of industry
experts form the Network Advertising Initiative
(NAI) and publish a set of principles in
coordination with the Federal Trade
Commission. The NAI also advocates for
transparency and allowing website visitors to
clearly see which information is being collected,
and how it’s being processed. Additionally,
NAI-compliant ad networks are to give
consumers a choice to opt-out of being tracked
and targeted with ads.

March 16th, 2002 The Internet Society of China launched the
Public Pledge on Self Discipline for the Chinese
Internet Industry.

November 2003 The Golden Shield Project was launched.

2004 With the threat of cyber attacks and the rise of
online shopping’s popularity, the Payment Card
Industry Security Standards Council (PCI) is
formed to ensure that businesses comply with
the security standards necessary for safe online
shopping.

February 4th, 20004 Facebook is created.

2007 Launch of the US surveillance program, PRISM

2009 The Chinese government blocked social media
sites, Facebook and Twitter

January 25th, 2012 Reform of the EU’s data protection rules to
strengthen online privacy rights and boost
Europe’s digital economy was released

June 2013 Edward Snowden leaked classified information
from the US NSA to the media

March 20, 2014 Twitter was blocked in Turkey

July 2014 Russian President Vladimir Putin signed the
new personal-data measures into law

September 2014 OHCHR presented their report on the Right to
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privacy in the Digital Age to the Human Rights
Council

2016 The EU adopted the General Data Protection
Regulation (GDPR), which replaced the 1995
Data Protection Directive. The General Data
Protection Regulation is a regulation in EU law
on data protection and privacy in the European
Union (EU) and the European Economic Area
(EEA)

2018 The EU's General Data Protection Regulation
(GDPR) comes into force. This regulation
outlines how consumer data can be collected,
analyzed, transferred, and stored. Businesses
that came into contact with EU citizens’ data
have to follow the practices outlined in the
regulation or face severe penalties.

2020 NJ pushes privacy bill that would force
companies to request permission to use
personal data.

2020 Zoom Privacy concerns increase as the daily
users surpasses 200 million. As more and more
countries put into place social distancing
measures, the daily user count on the video
conferencing app Zoom soars from 10 million in
December to 200 million in March. Instances of
uninvited participants showing up in and
derailing private Zoom conferences make
headlines and Eric Yuan, Founder, and CEO of
Zoom put out a statement in response to
privacy and safety concerns on the app.

January 27th, 2021 The World Bank is hosting a virtual day of
conferences and panel discussions with
international experts, regulators, and
technology leaders, to discuss the
organizations' role in data protection.

January 28, 2021 It is Data Privacy Day (DPD) across the world,
which aims to sensitize individuals and
disseminate privacy practices and principles.

https://en.wikipedia.org/wiki/General_Data_Protection_Regulation
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Relevant UN Treaties and Resolutions

Universal Declaration of Human Rights, 10 December 1948 (Article 12 and 19,

stated in more detail in Appendix II)

The Universal Declaration of Human Rights (UDHR) is a document that acts as a global road map for

freedom and equality – protecting the rights of every individual, everywhere. Privacy is a

fundamental human right recognized in the UN Declaration of Human Rights, and Article 12 of this

document emphasizes the goal of this fundamental right stating that “No one shall be subjected to

arbitrary interference with his privacy, family, home or correspondence, nor to attacks upon his

honor and reputation. Everyone has the right to the protection of the law against such interference

or attacks.

Developments in the field of information and telecommunications in the context of

international security, 9 January 2014 (A/RES/68/243)

With its Resolution A/RES/68/243, the UN General Assembly has adopted the 2013 Report (A/68/98*)

of the UN Group of Governmental Experts (GGE) on Developments in the Field of Information and

Telecommunications in the Context of International Security and established the new GGE in 2014.

This resolution aims to tackle potential threats in the field of international security and strengthen

the security of global information and telecommunications systems on a global scale.

Panel on the Right to Privacy in the Digital Age, 15 April 2014 (A/HRC/DEC/25/117)

The Panel on the Right to Privacy in the Digital Age’ was adopted with no vote by the Human Rights

Council and focused on promoting and protecting the individual rights to privacy especially in the

context of technology and the Internet.

The right to privacy in the digital age – Report of the Office of the United Nations

High Commissioner for Human Rights, 30 June 2014 (A/HRC/27/37)
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In its resolution 68/167, the General Assembly requested the United Nations High Commissioner for

Human Rights to submit this report on the protection and promotion of the right to privacy in the

context of domestic and extraterritorial surveillance and/or the interception of digital

communications and the collection of personal data, including on a mass scale.

The Right to Privacy in the Digital Age, 18 December 2014 (A/RES/69/166)

The resolution is a further step in the ongoing UN process to protect the privacy and other human

rights online. The resolution is sponsored by a diverse group of countries, including Germany,

France, Russia, Brazil, and Indonesia. By approving the resolution, the General Assembly reinforces

its stance on states’ activities in cyberspace.

Previous Attempts to solve the Issue

Following the resolution submitted to the General Assembly in 2014, there have been few

attempts to resolve this issue. Firstly, the committee asked member states to review previous

procedures and legislation concerning surveillance. This might mean states are making certain that

they're following the UDHR, but not all states have however reviewed this as there are still

international legislations that don't seem to be in accordance with the correctness of digital privacy.

Many countries have taken more extreme approaches to the issues, such as making it illegal

to access social media platforms that are suspected to go against information privacy and security to

ensure they don’t have access to users’ data at all. For example, as of May 2016, countries China,

Syria, Iran and North Korea have banned the social networking website Facebook. However, of these

countries, North Korea doesn’t allow their citizens access to the Internet at all. Overall, we've seen

several instances of web blockades enforced by many governments worldwide. In line with a study

by SurfShark, some sixty countries have used internet blockades as a repression tool over the past

five years. For instance, Russia ordered a social media blockade following anti-Kremlin protests on

January 23, 2021.

Additionally, the first large-scale experiment regarding this issue was Europe’s imposition of

their new legislation referred to as the General Data Protection Regulation (GDPR) in 2019 that gave

customers management over their data rather than the corporations. Technical firms were

extremely upset with this, which stemmed from a concern that they'd lose revenue that they had



18

already gained from selling their consumer’s data to advertising firms. An unforeseeable

consequence of the GDPR is that  companies that have already got access to consumer data

suddenly have a competitive advantage. Firms that haven’t been meeting GDPR regulations in the

past years, like Google and Facebook, have experienced fines of up to $5 billion, whereas other firms

have blocked customers in Europe from accessing their online platforms completely. Apart from the

European Union, many other countries have tried enforcing various legislations and regulations to

try to tackle the issue, but many have not been successful enough. For example, the Federal Bureau

of Investigation (FBI) in the United States have been trying to monitor emerging threats of social

media, however some sort of application or institution needs to be put into force to be able to

monitor these tech giants. Also, there hasn’t been enough international measures regarding the

issues, which is extremely important during this digital era in which technology’s use is so global and

widespread.

Possible Solutions

Firstly, a more clear and direct way to tackle the issue and prevent its expansion in the future

is enforcing effective legislation. If member states begin to enact more effective laws against such

issues will hopefully decrease the number of criminal activity and violation of an individual’s right to

data privacy and security. It is also important to consider that such legislative bodies must be

continuously edited and kept up to date with updates regarding recent and emerging technologies.

Considering this digital age works as a period of ongoing change and development, keeping frequent

updates on treaties and laws is the key to ensure and maintain individual privacy.

Furthermore, to prevent this issue from arising and discourage mishandling of data, there

need to be stronger and more effective penalties towards individuals who violate privacy data

security policy or who have gained unauthorized access to another’s private information and

receive, process or use it without the owner’s consent. For example, Edward Snowden was given a

maximum of 30-year prison sentence by the US government. Although he was punished, many

believe that he should have been more sternly penalized and even remained in jail for his entire

lifetime. There is currently no updated legislation for punishments on crimes such as those

occurring in the digital age.
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Another feasible answer to this rising issue of lack of general data privacy and security is to

introduce strict laws on the precise kind of data that these technological firms can utilize and

acquire. However, since many such firms depend heavily on consumer’s personal data through its

sale to advertising agencies, it would be laborious to execute. Nevertheless, governments ought to

set their target to tackle the sale and use of personal information. Even though it's common that

several governments collect personal data on the country’s general population for the needs of

national security and development, there could also be solely restricted ways to encourage

countries to cut back or just put a complete end to this practice. However, apart from governments

themselves, another main target will concern giant firms and their use and distribution of personal

data. Imposing stricter laws on the ways in which large corporations might use the private

information of their customers and source it to advertising agencies.

Although all of us that surf the Internet and utilize these technologies are vulnerable to a

lack of data privacy and security, the younger generation is especially affected as their lives

increasingly are tied to their digital devices. Specific regulations could be enforced in the effort to

improve the personal privacy of the younger generation, such as reaching an international

consensus on the legal age at which children would be able to use public social media websites.

Finally, it is important to find ways to raise public awareness on the issue, in order to make

individuals more cautious and considerate of the personal information they are choosing to spread

online. Education on this topic, whether provided by companies and government themselves or

other institutions, is extremely important because individuals should be cognizant of the dangers of

spreading confidential information online that puts the security and privacy of their data at risk. This

may allow citizens to take some precautions into their own hands through methods such as

changing privacy settings, reading privacy policies, and deleting cookies.

Overall, we have to consider that technologies available in this digital age are rapidly

evolving, and new software and technologies are continually being developed. Thus, it is of utmost

importance to update the existing reports, policies, and regulations regarding the issue to ensure its

effectiveness. Also international consensus and collaboration is extremely important to ensure that

this issue is addressed on a global scale, considering technology is used extensively in many

countries in this digital era.
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