
FORUM: NATO 
QUESTION OF: Ensuring the cybersecurity of NATO Member States in regards to 
the emergence of 5G technologies 
MAIN SUBMITTER: The Russian Federation 
SIGNATORIES: China, Turkey, Uzbekistan, Kyrgyzstan, Syria, Turkmenistan, 
Philippines, Austria, Serbia, Azerbaijan, Slovenia, Tajikistan, Luxembourg, United 
Kingdom, Spain, DPRK, Norway, Netherlands 
 
The North Atlantic Treaty Organization Committee, 
 
Cognisant of the fast speed at which new technologies, among which 5G networking 
and AI, are growing, 
 
Noting with regret the polarisation of the telecommunications market, resulting in 
multiple controversies among Member States, 

Noting how the national security order signed by President Trump, led Google Inc.,             
Intel Corporation, Qualcomm and other US companies to suspend transference of           
hardware and software with Huawei,  

Guided by the principles and strategic commitments of the Secretary-General’s 
Strategy on New Technologies, where an approach to how the United Nations 
system will support the use of emergent technologies is defined, 
 
Convinced that the cyberspace being a borderless entity, collaboration is the only 
means through which the question can be resolved, 
 
Affirming the need of establishing not only technical and procedural measures, but 
also legal coordination among the various actors, 
  
Guided by the principles and strategic commitments of the Secretary-General’s 
Strategy on New Technologies, where an approach to how the United Nations 
system will support the use of emergent technologies is defined, 
  
Believing 5G technologies are a great opportunity to bring new services to the 
market, enhancing the way we work, communicate and carry out our daily life, 
 
Expresses its hope that the situation of disinformation will be resolved peacefully, 
 

1. Reasserts the importance of modernising the current architecture of 
Information and Communication Technology (ICT) infrastructures, in order to: 

a. ensure the locking mechanisms of ICT premises,  



b. guarantee the modernisation of ICT infrastructures and technologies, 
c. provide ICT networks with the most recent security systems;  

 
2. Instructs the International Telecommunication Union (ITU) to develop 

hack-back systems, which would autonomously detect and stop outside 
intrusions, by: 

a. limiting the role of any cyber facility which cannot be directly monitored 
by human input, 

b. creating a crisis-managing architecture, composed of experts, 
governments and supranational bodies, such as, but not limited to, the 
Cooperative Cyber Defence Centre of Excellence (CCDCOE) and the 
ITU as facilitator; 

 
3. Recommends that the Security Council, in compliance with the Disarmament 

and International Security Committee, as the body to judge cybercrimes, such 
as, but not limited to: 

a. identity theft or financial fraud, 
b. child pornography, 
c. cyber espionage, 
d. cyber conflicts disproportionately escalating into armed conflicts; 

 
4. Urges the establishment of an International Platform for New Technologies, 

(IPNT) for governments, businesses and civil society to make collective 
choices about new technologies; 

 
5. Promotes the establishment of international standards on cybersecurity 

requirements in order to increase collective knowledge and collaboration in 
the interest of:  

a. Ensuring the fulfillment of the Universal Declaration of Human Rights in 
cyberspace, 

b. Expanding dialogue and testing ideas, 
c. Fostering inclusion and transparency; 

 
6. Calls upon the reassessment of telecommunication company bans, reviewing 

its political consequences and disapproving deliberated pressures applied on 
other Member States regarding Chinese telecommunication companies;  

 
7. Urges the Office of Information and Communications Technology to swiftly 

establish cooperative frameworks and norms with a strategic direction for 5G 
technologies; 

 

https://www.un.org/en/newtechnologies/index.shtml
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8. Suggests further implementation of national cybersecurity centers with the 
support of the IPNT, with the purpose of: 

a. Allowing local intelligence agencies to investigate the work of 
telecommunications providers in their nation, 

b. Creating a method of filtration in regards to possibly harmful or 
important information, and to be implemented as each nation deems fit; 

 
9. Calls for the implementation of a new United Nations Cybersecurity 

Regulatory Paradigm (UNCRP) in order to establish regular engagements 
between regulators and providers at risk, in collaboration with the 3rd 
Generation Partnership Project (3GPP), in ways such as but not limited to: 

a. Aligning the values of the 3rd generation partnership project (3GPP) 
with those of the United Nations in ways such as but not limited to: 

i. Overviewing communication between telecommunication 
networks and the program, 

ii. Enforcing reports of all cybersecurity breaches to their 
respective member states, 

iii. Inviting members of the regulatory paradigm (UNCRP) to consult 
on aforementioned cybersecurity breaches, 

b. Implementing yearly reports of the cybersecurity measures of all 
member states in order to combat cyberterrorism and prevent 
cyberattacks. 

 


