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GENERAL ASSEMBLY,

Guided by the purposes and principles of the Charter of the United Nations,

Recognizes that the right to privacy is an expression of human dignity and is linked to the protection of
human autonomy and personal identity,

Noting that violations and abuses of the right to privacy in the digital age may affect all individuals, with
particular effects on women, as well as children, in particular girls, and those who are vulnerable and
marginalized,

Recognizing that the promotion of and respect for the right to privacy are important to the prevention of
violence, including gender-based violence, abuse and sexual harassment, in particular against women and
children, as well as any form of discrimination, which can occur in digital and online spaces and includes
cyberbullying and cyberstalking,

Reaffirming the human right to privacy, according to which no citizen shall be subjected to arbitrary or
unlawful interference with privacy, family, home or correspondence, and the right to the protection of the
law against such interference,

Noting also that the exercise of the right to privacy is vital for the realization of the right to freedom of
expression and to hold opinions without interference is one of the foundations of a democratic society,

Noting further that the use of artificial intelligence may, without proper safeguards, pose the risk of
reinforcing discrimination, including structural inequalities,

Acknowledging the increase in the collection of sensitive biometric information from individuals,

Bearing in mind that, while concerns about public security may justify the gathering and protection of
certain sensitive information, States must ensure full compliance with their obligations under international
human rights law,

1. Strongly urges Member States to ensure that any interference with the right to privacy is
consistent with the principles of legality, necessity and proportionality;

2. Encourages all Member States to promote an open, secure, accessible and peaceful information
and communications technology environment based on respect for international law, including the
obligations enshrined in the Charter of the United Nations;



3. Requests business enterprises to work towards enabling technical solutions to secure and protect
the confidentiality of digital communications, which may include measures for encryption,
pseudonymization and anonymity in ways such as but not limited to:

a. Ensuring enterprises acquire proper consent before data collection such as but not limited
to;

i. Cookies, and
ii. Personalized advertisements;

4. Calls upon all member states to respect and protect the right to privacy, including in the context
of digital communications in ways such as but not limited to:

a. To review, on a regular basis, procedures, practices and legislation with a view to
upholding the right to privacy by ensuring the full and effective implementation of all
obligations under international human rights law and the Charter of the United Nations;

b. To provide individuals whose right to privacy has been violated by unlawful or arbitrary
surveillance with access to an effective remedy, consistent with international human
rights obligations, and

c. To further develop or maintain, in this regard, preventive measures and remedies for
violations and abuses of the right to privacy in the digital age;

5. Suggests the promotion of quality education and lifelong educational opportunities for all to
foster, inter alia, digital literacy and technical skills to effectively protect their privacy in ways
such as but not limited to:

a. Government funded programs in schools,
b. Informational pamphlets, and
c. Educational courses;

6. Solemnly affirms that minors are especially vulnerable to breaches of their digital privacy, hence
urges governments and enterprises, with support from non-governmental organizations such as
UNICEF, to ensure to protect minors when navigating online in ways such as but not limited to:

a. Set age restrictions within respective websites or applications,
b. Monitor breaches of privacy in minors, and
c. Increased penalties for said breaches to be decided by respective authorities;

7. Further requests establishing or maintaining existing independent, effective, adequately resourced
and impartial judicial, administrative or parliamentary domestic oversight mechanisms capable of
ensuring transparency, as appropriate, and accountability for State surveillance of
communications, their interception and the collection of personal data;

8. Recommends taking appropriate measures to ensure that digital or biometric identity programmes
are designed, implemented and operated with appropriate legal and technical safeguards in place
and in full compliance with the obligations of States under international human rights law;

9. Requests all members states to legislate more grave consequences to non-governmental breaches
of privacy in ways such as but not limited to:



a. Increasing the severity of legal punishments for violations of national and international
data protection, in ways such as but not limited to;

i. Increasing incarceration periods,
ii. Financial sanctions, and

iii. Restrictions of online access
b. Increasing the severity of legal punishments for violations of personal data protection, in

ways such as but not limited to;
i. Increasing incarceration periods,

ii. Financial sanctions, and
iii. Restrictions of online access;

10. Asks all business enterprises and corporations that collect, store, use, share and process data to:
a. To inform users in a clear and easily accessible way about the collection, use, sharing and

retention of their data that may affect their right to privacy,
i. Clearly stated and accessible terms of use, and

ii. Periodic reports on respective users activity
b. To establish transparency policies that allow for the free, informed and meaningful

consent of users, as appropriate, and
c. To implement safeguards to ensure that data is processed lawfully and to ensure that such

processing is limited to what is necessary in relation to the purposes of the processing and
that the legitimacy of such purposes, as well as the accuracy, integrity and confidentiality
of the processing, is ensured;

11. Welcomes non-governmental organizations to fund and support efforts to eradicate breaches in
data to ensure international and domestic security of data;

12. Decides to continue consideration of the matter.


