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Topic: Combatting the Spread of Terrorism through Social Media.

SECURITY COUNCIL,

Alarmed by the continued growth of terrorist ideologies through the internet and the use of the

internet and social media platforms as a way to spread radical propaganda,

Fully alarmed by the use of social media and encrypted messaging apps as a means of planning

terrorist attacks,

Keeping in mind that the internet should remain a space where citizens can freely express

themselves,

1. Approves that terrorism shall be defined as the use or threat of violence not abiding by the

amendments stated in the United Nations Charter against a state or the public;

2. Calls upon all Member States to impose national limits on what is considered acceptable

social media use in ways such, as but not limited to:

a. Setting alerts on certain phrases on social media platforms such as, but not limited

to:

i. Phrases that promote joining groups connected to malicious activity,

ii. Videos or images that demonstrate violence associated with terrorism,

b. Conducting investigations on suspicious online accounts in ways such as, but not

limited to:

i. Forming government agencies to examine account activity,

ii. Detecting new accounts from past offenders,

iii. Joining online chat groups to conduct deeper investigations;



3. Demands the immediate shut down of social media accounts from all Member States of

terrorist organizations such as, but not limited to:

a. Al-Qaeda,

b. The Islamic State of Iraq and the Levant (ISIS),

c. The Taliban,

d. Al-Shabab,

e. Boko Haram;

4. Requests all Member States to further develop their technological national security in

order to prevent the threats of their civilians being at risk of brainwashing towards

terrorist organizations by ways such as but not limited to:

a. Developing firewall softwares from technological experts within the government,

b. Increasing state funds on the topic in order to allow for the development of further

innovation regarding cybersecurity and the threats of dangerous information for

individuals,

c. Sponsoring the creation of educational programs for young individuals interested

in studying cybersecurity and other technologically-driven careers;

5. Suggests all Member States to make the luring of children into terrorist organizations

through social media a grave concern to the governemnt by implementing measures such

as but not limited to:

a. Developing existing artificial intelligence (AI) technologies to detect the misuse

of social media accounts,

b. Implementing an algorithmic mechanism that would track and censor any

propaganda imposed by non-state actors on social media platforms, assisting the

government in ways such as, but not limited to:

i. Releasing transparency reports,

ii. Releasing statistics on inappropriate content removals,

c. Strengthening social media content regulations, in ways such as, but not limited

to:



i. Fining companies in case extremist content is not deleted within 2 hours,

ii. Fining companies in case algorithms tracking sensitive content are not

developed,

iii. Implementing criminal liability for companies and users promoting illegal

content,

d. Spreading awareness of the benefits of social media if used correctly by ways

such as but not limited to:

i. Having guest speakers attend schools in order to inform teachers and

students,

ii. Have national campaigns through common media on the threat of

terrorism;

6. Urges all Member States to educate students on the dangers of social media once they

reach the age of 7 in ways such as but not limited to:

a. Showing the dangers of having public accounts,

b. Teaching the responsible and honest usages of social media,

c. Enhancing the education on social media usage to teachers by ways such as but

not limited to:

i. Developing national educational programs,

ii. Enhancing the awareness of the topic in every school environment,

iii. Getting parents of students invested in the grave consequences of the

brainwashing of children to join terrorist organizations,

d. Explaining the ease in which terrorists in social media can communicate and

influence children;

7. Encourages all Member States to take serious action towards funding and helping to

create a universal AI which is capable of detecting when social media services are being

used as a means of spreading terrorist propaganda or as a means of communication when

planning future terrorist attacks;



8. Strongly demands all Member States to oblige media companies to implement content

regulating mechanisms, tracking and eliminating sensitive content in ways such as, but

not restricted to:

a. Setting alerts on certain phrases on social media platforms such as, but not limited

to:

i. Phrases that promote joining groups connected to malicious activity,

ii. Videos or images that demonstrate violence associated with terrorism,

b. Conducting real-time investigations on suspicious online accounts, comments and

misinformation in ways such as, but not limited to:

i. Forming government agencies to examine account activity,

ii. Detecting new accounts from past offenders,

iii. Joining online chat groups to conduct deeper investigations;

c. Organizing training courses for media professionals aimed at raising awareness

regarding terrorist recruitment on the internet,

d. Developing systems that review messages, emails and posts, blocking sensitive

content prior to publication, in ways such as, but not limited to:

i. Content with phrases that promote joining groups connected to malicious

activity,

ii. Videos or images that demonstrate violence associated with terrorism,

iii. Users should receive warning messages in case sensitive information

posting is suspected,

iv. Users constantly attempting to post sensitive content must be permanently

banned after 2 attempts,

v. Users trying to post content previously identified as relating to terrorism

must have criminal liability,

e. Using algorithms to block groups, pages, profiles and posts that have been

identified as terrorism supporters,

f. Detecting new accounts created by previous offenders;

9. Calls upon all Member States to ban all forms of social media made by Western States,

preventing the spread of terrorism in ways such as, but not limited to



a. Avoiding contributing to the terrorist aims by increasing public fear through

posted content,

b. Having full control over the content and information posted,

c. Preventing the spread of misinformation and terrorist propaganda on the web,

d. Refraining from disseminating shocking images or terrorist acts which violate the

privacy of the victims and contribute to the terrorising effect on the public,

e. Substituting search sources for alternatives, keeping the public informed without

countributing to the impact of terrorism;

10. Strongly encourages all Member States to stop the transmission of financial support to

terrorist groups in ways such as, but not limited to:

a. Requiring financial institutions to verify the identity of the customer before the

opening of accounts and any fund transfers,

b. Demanding transparency reports on user information from financial companies,

c. Requiring financial institutions to report any patterns in unusually large

transactions,

d. Freezing the financial assets of terrorist group actors, and imposing economic

sanctions under the revision of the UN Security Council;

11. Ensures the prevention of political parties repeatedly and seriously jeopardising the

democratic system of freedom, justifying racism and xenophobia and politically

supporting the violence and activities of terrorist groups, by:

a. Invoking constitutional power to prohibit parties sympathizing with terrorist

organizations,

b. Holding parties accountable for their connections with terrorist organizations,

12. Decides to remain seized on the matter.


